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Confidentiality Policy 
 

1. Purpose  
 
Parkbury House Surgery recognises that it has a duty of confidentiality towards: - 
 

a) Our patients 
b) Our Staff  
c) Other agencies 

 
This means that everyone who works at Parkbury House Surgery must respect 
information about others. Such personal information belongs first and foremost to the 
individual concerned. All members of staff at Parkbury House have signed 
confidentiality and IT security policy coupled with an induction covering 
confidentiality.  
 
The purpose of this Confidentiality Code of Conduct is to lay down the principles that 
must be observed by all who work within Parkbury House Surgery and have access 
to personal information about either patients or staff e.g. medical records; HR 
records.  
 

 It is important that Parkbury House Surgery protects and safeguards personal 
information that it gathers processes and discloses, in order to comply with 
the law and the relevant NHS mandatory requirements.  

 

 All employees working in the NHS are bound by a legal duty of confidence to 
protect personal information they may come into contact with during the 
course of their work. This is not just a requirement of their contractual 
responsibilities but also a requirement within the Data Protection Act 1998 
and, for health and other professionals, through their own professions Code/s 
of Practice. This means that employees are obliged to keep any personal 
identifiable e.g. patient and employee records information strictly confidential. 
It should be noted that employees also come into contact with non-person 
identifiable information which should also be treated with the same degree of 
care e.g. business in confidence information, financial reports. 

 

 The legal and NHS-mandatory framework for confidentiality which forms the 
key guiding principles of this Code of Conduct consists of: (Appendix A) 

o The Data Protection Act (1998)  
o The Caldicott Principles (1998)  
o Human Rights Act (1998)  
o The Computer Misuse Act (1990)  
o Confidentiality: NHS Code of Practice (2003)  

 

 This guidance has been produced to ensure Parkbury House Surgery is able 
to fulfil its duties as a health care provider whilst maintaining the rights of 
individuals in respect of their personal details. This Code of Conduct sets out 
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the requirements placed on all staff when sharing information within the NHS 
and between NHS and non NHS organisations. 

 

 This Code of Conduct is intended to cover confidential data for both patients 
and staff from which the person can be identified. The data may remain within 
an NHS premises or be taken off site by staff that need to visit patients at 
home, travel to clinics, or work from home. Typically, the guidance will cover 
clinical information, personnel details and sensitive data.  

2. Scope 
Confidential information can be anything that relates to patients, staff, their family or 
friends, including attendances at appointments, staff qualifications, training, 
disciplinary records and information about volunteers, agency staff and contractors, 
however stored. For example, information may be held on paper, floppy disc, CD, 
USB sticks, computer file or printout, laptops, palmtops, mobile phones, digital 
cameras, video, photograph or even heard by word of mouth. However person-
identifiable information should not be stored on removable media unless it is 
encrypted to NHS standards.  
 

3. Definitions  
 

 Person-identifiable information is anything that contains the means to identify 
a person, e.g. name, address, postcode, date of birth, NHS number, National 
Insurance number etc. Even a visual image (e.g. photograph) is sufficient to 
identify an individual. Any data or combination of data and other information, 
which can indirectly identify the person, will also fall into this definition.  

 

 Sensitive personal data refers to personal information about: race or ethnic 
minority; political opinions; religious or similar beliefs, trade union 
membership, physical or mental condition; sexual preferences; commission or 
alleged commission of offences or a legal proceeding. This category also 
includes sensitive health information e.g. information regarding in-vitro 
fertilisation, sexually transmitted diseases, HIV and termination of pregnancy.  

 

 It is not possible to provide detailed guidance for every eventuality, therefore 
where further clarity is needed, the advice of a senior manager or Information 
Governance staff should be sought. 

 

4. Principles  
 

 The legal and NHS mandated framework for confidentiality which forms the 
key guiding principles of this guidance can be found in Appendix A.  

 

 Staff and patients must be confident that his or her privacy will be respected, 
and that personal information about him or her will remain confidential. 
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Parkbury House is responsible for protecting all the information it holds and in 
any situation must be able to justify any decision to pass on information.  

 

 The ethical duty of confidence borne by health professionals, and the 
common law duty of confidence that applies to all individuals, mean that all 
NHS staff and associated persons have responsibility for protecting 
information.  

 

 The guiding principle is that information provided in confidence should not be 
used or disclosed in a form that might identify the person without his or her 
consent. This duty of confidence continues after the death of the data subject, 
the resolution or conclusion of the topic or the member of staff has left 
Parkbury House and the local NHS Trust. There are a few exceptions where 
information can be disclosed without consent. 

 

5. Obtaining consent and processing of information  
 

 Normally patients must give consent to their information being recorded and 
shared. This issue of consent should be raised as early as possible in 
discussions with a patient i.e. at the time initial information is collected. If it is 
not possible to do this then, it should be done as soon as possible afterwards. 

 

 When gathering information the person providing that information must be told 
what the information is needed for, highlighting any “non-obvious” purposes 
for which their data will be used. For example explicit consent must be 
obtained for a research programme or to use the patient record as evidence 
towards gaining an academic or clinical qualification.  

 

 Do not collect, hold or process more information than is needed, but only hold 
enough information to ensure that no-one could be misled or interpret the 
information incorrectly.  

 

 Person-identifiable data kept must be accurate and where necessary kept up 
to date. When staff become aware that information about an individual is 
incorrect, the information must be corrected as soon as possible.  

 

 Do not use person-identifiable information unless it is absolutely necessary. 
Where use of person-identifiable information is essential, each individual item 
of information should be considered and justified so that the minimum amount 
of identifiable information is used in line with the requirements/principles of the 
Data Protection Act (Appendix A).  

 

6. Disclosing information  
 

 Care must be taken to check that enquirers have a legitimate right to have 
access to the information that they ask for, so that information is only shared 
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with the right people. Never give out information on patients or staff to 
persons who do not “need to know”.  

 

 It is important to consider how much information is needed before disclosing it 
and only disclose the minimal amount necessary. For example, providing a 
whole medical file is generally needless and is likely to constitute a breach of 
confidence.  

 

 If staff have any concerns about disclosing information they must discuss this 
with their manager. 

 

 Patients generally have the right to object to the use and disclosure of 
confidential information that identifies them and need to be made aware of 
this right.  

 

 Information can be disclosed:  
 

o With the patient’s/staff written consent for a particular purpose.  
o On a need to know basis if the person receiving the information is 

involved in the patient’s treatment and requires the information for 
clinical reasons.  

o When the information is required by law or under a court order. In this 
situation staff must discuss with their manager staff before disclosing.  

o In Child Protection proceedings if it is considered that the information 
required is in the public or child’s interest.  

o Where disclosure can be justified for another purpose. This is usually 
for the protection of the public and is likely to be in relation to the 
prevention and detection of serious crime. 

 

7. Disclosures to the Police  
 

 Under Section 29 of the Data Protection Act disclosures to the police without 
consent can occur for the: Prevention or detection of crime, or Apprehension 
or prosecution of offenders.  

 

 Disclosure is NOT compulsory and only allows for the release of personal 
information where not releasing it would be likely to significantly harm any 
attempt by the police to prevent crime or catch a suspect.  

 

 The police must submit a DP7 form or written request specifying what 
information they require. The request must be passed to the Practice 
Manager who will log it. Practice Manager will review the request to ensure it 
complies with the Act i.e. that it is for specific information related to an incident 
and not excessive in relation to the crime; that it is made by a sufficiently 
senior officer and it is for one of the purposes set out in the act.  

 

 The Practice Manager will discuss with other doctors involved receiving the 
request whether disclosure should take place and either take the agreed 
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action or advise the relevant service of the outcome in order that they can 
take action.  

 

 Any incidents of information disclosed without consent must be documented 
giving the reason for disclosure as the Trust must be able to justify any 
decision to disclose information.  

 

 Where the purpose for which the information will be used is not directly 
concerned with the health care of the patient, there is a need to ensure that 
the patient has consented. Additional efforts to gain consent may be required 
or alternative approaches that do not rely on identifiable information will need 
to be developed.  

 

 Care must be taken, particularly with confidential clinical information to ensure 
that the means of transferring it from one location to another are as secure as 
they can be. Staff must ensure that appropriate standards and safeguards are 
in place in respect of telephone enquiries, e-mails, faxes and surface mail.  

 

8. Working in the Community 
 

 There are situations when staff need to work from home, undertake home 
visits and/or travel to clinics all of which mean that these staff may have to 
carry patient records with them.  

 

 To ensure safety of patient records staff should keep them on their person at 
all times and ensure that they are kept in a secure place if they need to take 
them home at the end of their working day. Patient information must be 
safeguarded all at all times and kept in lockable locations.  

 

 Staff must try and minimise the amount of patient information that is taken out 
of NHS premises. If staff have to carry patient records around during the day 
they must consider their travel plans, for example calling into shops or petrol 
station on the way home or whilst travelling to work when they are least likely 
to be carrying patient records.  

 

 Staff should try and plan domiciliary visits or to complete work on patient 
records when at a relevant base thereby reducing the need to carry records 
around with them. Domiciliary visits should be timed to reduce the need for 
records to be taken home overnight wherever possible.  

 

 If staff do need to carry patient records they must ensure the following are 
considered and remember that there is personal liability under the Data 
Protection Act 1998 and their contract of employment for breach of these 
requirements:  

o Ensure any personal information is in a sealed container prior to them 
being taken out of NHS buildings. 

o Make sure they are put in the boot of the car or carried on their person 
while being transported.  
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 If staff have to take records home they have personal responsibility to ensure 
the records are kept secure and confidential. This means that other members 
of their family and/or their friends/colleagues must not be able to see the 
content or outside folder of the records or have any access to the records.  

9. Working from Home  
 

 Some staff may work from home on occasions and should ensure that when 
working out of office they do not save any confidential or restricted information 
on non NHS computers.  

 

 Paper records taken off site must not be viewed by non NHS staff or those not 
involved in the provision of healthcare to the patient.  

 

10. Carelessness  
 

 All staff have a duty of confidence and must take care to keep person-
identifiable information private and not to divulge information accidentally. 
Staff must not:  
o Talk about patients in public places or where they can be overheard 
o Leave any medical records or confidential information lying around 

unattended; this includes telephone messages, computer printouts, faxes 
and other documents.  

o Leave a computer terminal logged onto a system where personal and 
sensitive information can be accessed, unattended.  

o Email patient identifiable information from and to a non-NHS email 
account.  

 

 Steps must be taken to ensure physical safety and security of person-
identifiable information held in paper and computers.  

 

 Passwords must be kept securely and must not be disclosed to unauthorised 
persons. Staff must not use someone else’s password to gain access to 
information.  

 

 Action of this kind will be viewed as a breach of confidentiality. This is a 
disciplinary offence and constitutes gross misconduct which may result in 
summary dismissal.  

11. Abuse of Privilege  
 

 It is strictly forbidden for employees to look at any information relating to 
themselves, their own family, friends, acquaintances or anyone that they are 
not directly involved in the clinical care of. Action of this kind will be viewed as 
a breach of confidentiality (see 10.4). To view such information a written 
request must be made.  
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12. Reporting of breaches  
 

 All breaches of confidentiality should be reported using an incident reporting 
form in the first instance. 

 

 On a routine basis a report on breaches of confidentiality of personal 
information shall be presented to the Information Governance Committee. The 
information will enable the monitoring of compliance and enable 
improvements to be made to the Code of Conduct.  

13. Responsibility 
  

 Line managers are responsible for ensuring that they and their staff are 
familiar with the Code of Conduct and that staff comply with the requirements 
of the: Data Protection Act (1998), Caldicott Principles, Human Rights Act - 
Article 8, and the Common Law of Confidentiality. They must ensure that any 
breaches of the Code of Conduct are reported, investigated and acted upon.  

 

 The Practice Manager is responsible for ensuring that the contracts of all staff 
(permanent and temporary) are compliant with the requirements of the Code 
of Conduct and that patient confidentiality is included in all corporate 
inductions for staff.  

 

 Confidentiality is an obligation for all staff. Staff should note that there is a 
Non-Disclosure of Confidentiality Information clause in their contract and that 
they are expected to participate in induction training and awareness raising 
sessions carried out to inform/update staff on confidentiality issues. Any 
breach of confidentiality, inappropriate use of health or staff records or abuse 
of computer system is a disciplinary offence, which could result in dismissal or 
termination of your employment contract. 

14. Training, Dissemination and Implementation 
process  

 

 All new staff will be made aware of the existence of this guidance via 
corporate and local induction process. Managers must highlight to staff their 
responsibility to ensure that they review the content of this guidance and the 
importance that Parkbury House Surgery place on this matter and remind staff 
of the “non-disclosure of confidentiality information clause” in their staff 
contract.  

 

 The Practice Manager must actively ensure that staff with access to personal 
information about patients, undertake and complete the mandatory 
information governance training as approved by the Information Governance 
committee.  
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15. Monitoring and Review  
 

 An audit of this Code of Conduct will be supported and informed by analysis 
of breaches of confidentiality and complaints from the public.  

 

 This Code of Conduct will be reviewed in September 2015.  Earlier review 
may be required in response to exceptional circumstances, organisational 
change or relevant changes in legislation.  
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16. APPENDIX 1 Guidance on Obtaining Consent to Share 
Information 

 

Why consent is needed  
 
The NHS needs to record information about patients and their health in order to 
efficiently manage services and protect patient safety. Normally patients must give 
consent to their information being recorded and shared. The consent given must be 
“informed” i.e. the patient must be made aware of why information about them is 
needed, how it will be used and stored and if it is to be shared, who it will be shared 
with and why.  
 

Obtaining consent  
 
Adults  
 
All adults over the age of 16 are assumed to have capacity to consent unless it can 
be proven otherwise (Mental Capacity Act 2005).  
Every adult has the right to make their own decisions and is assumed to have 
capacity to do so unless proved otherwise.  
 
Capacity can be defined as being able to understand and retain relevant information 
and then to consider it so that a choice can be made.  
 
It is best practice to revisit the issue of consent with the patient at each new episode 
of care to ensure that the information held about them is accurate and up to date, 
and that they are still happy for this information to be shared where necessary.  
 
It should be made clear to patients that under the Data Protection Act they have the 
right to withhold their consent for their information to be shared (see What if 
consent is refused below). They also have the right to change their mind about 
disclosing information, at any time before disclosure is made or afterwards to prevent 
further disclosure taking place. If information is to be shared for non- care purposes 
or outside of health then explicit consent must always be sought.  
 
Consent whether given, limited or withheld must be recorded. Where possible the 
patient should be given a copy of any written consent given by them, and a copy 
should be placed on the individual’s file.  
Under the Data Protection Act patients have a right to access their health records 
and amend any information that might be incorrect and as such must be informed of 
this.  
 
Children  
 
A child of 12 or over is normally assumed to have sufficient understanding and be 
competent to make a decision about access to their records, although some children 
under this age may also be competent to make this decision. This is also called 
Frazer or Gillick competency. 
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The decision on whether a child is competent should be made by the health 
professional that is currently responsible for providing the clinical care for the patient, 
failing that, a health professional that has the necessary skills and experience and is 
most suitable to advise on such matters.  
 
Capacity to give consent  
 
Where there is evidence that a person does not have the capacity to give informed 
consent to disclose information, it is good practice to involve relatives or the person 
with legal authority to act on their behalf with senior professionals in the decision 
making process. The Mental Capacity Act 5 Key Principles should also be taken into 
account.  
 
What if consent is refused?  
 
If a patient chooses not to give consent or to limit their consent it is legitimate to 
discuss the consequences of this with them i.e. that it may not be possible to provide 
certain services or that provision of services may be delayed. As such patients 
should be encouraged to discuss the potential implications of restricting access to 
their records so that they are able to make an informed choice.  
 
Sharing information without consent  
 

 There are a number of circumstances where you may be justified in sharing 
information without the patient’s consent.  

 Information may be shared without explicit consent where it is shared for 
medical purposes and the information is shared between health professionals. 
However it is still necessary to ensure that the patient is aware of how their 
information will be used and that they have a choice about whether their 
information should be shared.  Medical purposes can include: care & 
treatment; record keeping; clinical audit; processing for administrative 
purposes and administrative audit which may include studies designed to 
improve the efficiency of the NHS.  

 Where there is evidence that significant harm would be caused to the service 
user, or to another if information was not shared. This includes issues relating 
to child, adult or public protection. Failure to do so could be viewed as failure 
of the organisation to discharge their duty of care, particularly if there is 
resultant harm.  

 Where sharing is necessary in the vital interests of the service user or another 
person. This refers to life or death circumstances.  

 Where sharing is necessary for the prevention or detection of crime or the 
apprehension or prosecution of offenders, personal information may be 
provided to the Police under Section 115 of the Crime and Disorder Act.  

 Section 115 does not impose a requirement to exchange information and 
responsibility for the disclosure remains with the agency that holds the data. 
However, information given in confidence must not be disclosed unless there 
is a clear overriding public interest in doing so. Where possible information 
should be anonymised before being shared without consent.  
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The Data Protection Act 1998 - sets out 8 principles to ensure information is:  
1. Used fairly and lawfully,  
2. Used for specific identified purposes,  
3. Adequate, relevant and not excessive,  
4. Accurate and where necessary kept up to date,  
5. Not kept longer than necessary,  
6. Used in accordance with individuals legal rights,  
7. Kept securely,  
8. Not transferred to countries without adequate data protection.  

 
The Caldicott Report (1997) - recommended that a series of principles be applied 
when considering whether confidential patient-identifiable information should be 
shared:  

 Justify the purpose for using patient-identifiable information.  

 Don’t use patient identifiable information unless it is absolutely necessary.  

 Use the minimum necessary patient-identifiable information.  

 Access to patient-identifiable information should be on a strict need to know 
basis  

 Everyone should be aware of their responsibilities  

 Understand and comply with the law.  
 
Human Rights Act (1998) - Article 8 of the Human Rights Act (1998) refers to the 
“right to respect for private life”. 
  
Computer Misuse Act 1990 - makes it illegal to access data or computer programs 
without authorisation and establishes three offences:  
 

1. Access data or programs held on computer without authorisation. For 
example, to view test results on a patient whose care you are not directly 
involved in or to obtain or view information about friends and relatives.  
2. Access data or programs held in a computer without authorisation with the 
intention of committing further offences, for example fraud or blackmail.  
3. Modify data or programs held on computer without authorisation.  

 
Confidentiality: NHS Code of Practice, 2003 - outlines 4 main requirements that 
must be met in order to provide patients with a confidential service:  
 

 Protect patient information.  

 Inform patients of how their information is used.  

 Allow patients to decide whether their information can be shared.  

 Look for improved ways to protect, inform and provide choice to patients.  
 

Common Law Duty of Confidentiality  
Information given in confidence must not be disclosed without consent unless there 
is a justifiable reason e.g. a requirement of law or there is an overriding public 
interest to do so.  

 


